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» This presentation: high and low (H C L)
» Non-interference: low outputs not affected by high inputs
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low

» When varying secret variables and ports, reachable values of public
variables and ports are indistinguishable
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v
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Encryption non-deterministically calculates a ciphertext from a set

v

Look at sets of possibilities

v

Naive approach: all ciphertexts are indistinguishable
Cannot distinguish calculating new ciphertext or re-using same one
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v

T local variables and data ports — declared type

v

Modes and event ports get a confidentiality level

v

Type rules in context of T’

v

Goal: type each subsystem, connection and transition

Theorem
If the system is typable, it is non-interfering
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)
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system crypto(
inpayload: int H 0
outpayload: out enc int H L encrypt(0, k0)
k: key L kO
m: initial mode L
m- [then outpayload: =encrypt(inpayload,k)]->m

)
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v vYyy

» All subsystems and connections trivially well typed
» crypto system is non-interfering O]
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